Obstacles toFreedom and Privac yb yDesign

Rebecca N. Wright

AT&T Labs ˘ Research

Florham Park, NJ, USA rwright@research.att.com

http://www.research.att.com/~rwright

Abstract:

In this note, we describe so me obstacles to designing technologythat inherently protects

civil liberties. We also suggest ways to overco me these obstacles.

T echnologythat inherentlyprotects civil liberties is a nice idea in theor y. In practice, ho wever, it may be difficult to

achieve. For example, Cranor and Wright [1] sho w that it can be difficult for software designers to control, or even

influence, the ways in which their systems are used. Nonetheless, it is clear that generally a system is more likelyto

protect freedomand privacy if it is designed with that goal in mind than if it is not.

T he most obvio us civil liberty to discuss in this context is that of privacy, because the current Inter net is an

enviro nment much more conducive to large-scale privacy invasion than the physical world. T here are also others such

as free speech and anonymo us speech. T he question o f which rights to protect is co mplicated bythe fact that different

individ uals have different ideas about which liberties are important, different governments support different laws about

what are protected civil rights, and both corporations and gover nments often wish to engage in activities (for example,

for the purpose of mar keting in the case of gover nments and law enforcement in the case of go vernments) that while

perhaps not strictly violating civil rights laws, co me as close as possible without doing so.

In order to achieve the goal of liberty-protecting software, it is not eno ugh to simplydesign and imp lement a system.

Users will not necessarily use a particular technology just because it exists, even if it is better in so me waythan they

technolo gytheydo use. It is tempting to think that users will have their o wn best interests at heart, and that therefore

theywill eagerly use any system that helps support their o wn civil liberties. Ho wever, this does not always appear to

be the case. In particular, users may not always understand or care about the so metimes complex issues involved, and

in fact convenience is o ften the main factor in deter mining what systems a user chooses, and how theyare used.

Further more, consumer s´ decisions can often be influenced by advertising, and large co mpanies typicallyhave

substantiallymore resources available to devote to advertising than non-profit or public interest groups.

T o some extent, these questions arise no w because o f the emergence of the ^wir ed world~. T hat is, as the use of

comp uter technology gro ws, and in particular, the use of comp uter technologyin a global network that includes all

individ uals, de facto standards and policies are made b yvirtue of what is possible and customar y in this net wor k ([3]

and [4] discuss this at length). A fundamental question to be addressed is who should decide what the public policy

properties of the comp uter world should be, and what will empo wer them to imp lement their decisions? In particular,

what are and what should be the roles of and interplaybetween gover nment, non-profit public interest groups,

voluntar yindustrial standards, mar ket forces driven b yend consumers, and the technolo gyitself?

So me have proposed market-based approaches, such as a systemin which a privacy-protecting Inter net ser vice provider

(ISP) maycharge more than an ISP that does not provide privacy. Ho wever, as Shapiro [3] argues, such market-based

approaches make it possible to sell awayone´s civil liberties, and also create a situation where the wealthy are more

likely to retain their liberties than the poor .

T he kind of technology solutions we seek must be:

these proceedings . Also available at

http://xxx.lanl.gov/abs/cs .CY/9809018 .

[2] Jonathan K. Millen and Rebecca N. Wright, "Certificate Revocation the Responsible Way", Proceedings of

Computer Security, Dependability, and Assurance: From Needs to Solutions (CSDA’98) , IEEE Co mputer

Society, 1999, pp. 196--203. Available at http://www.research.att.com/~rwright/csda98.ps .

[3] AndrewL. Shapiro, The Control Revolution: How The Internet is Putting Individuals in Charge and Changing the

Wo rld We Know , A Centur yFo undatio n Book, PublicAffairs, New York, 1999.

[4] Langdon Winner, "Do Artifacts Have Politics? ", Daedalus 109/1 (Winter 1980), pp. 121-136.

[5] Alma Whitten and J. D. T ygar, "WhyJohnny Can’t Encr ypt: A UsabilityE valuation of PGP 5.0", Proceedings of

Usenix Security Symposium , 1999.

[6] Philip R. Zimmer mann, The Official PGP User’s Guide , MIT Press, 1995.