Influencing Software Usage

Lorrie Faith Cranor

AT &T Labs-Research

lorrie@research.att.co m

Rebecca N. Wright

AT &T Labs-Research

r wright@research.att.co m

Abstract

T echnologydesigner s often strive to design systems that are flexible enough to be used in a wid e range o f

situations. Software engineers, in particular, are trained to seek general solutions to problems. General solutions can be

used not only to address the problemat hand, but also to address a wide range of problems that the designers maynot have

even anticipated. So metimes designers wish to provide general solutions, while encouraging certain uses of their

technolo gyand discouraging or precluding others. T heymay attempt to influence the use of technolo gyb y^hard -wir ing~ it

so that it only can be used in certain ways, licensing it so that those who use it are legally obligated to use it in certain ways,

issuing guidelines for ho w it should be used, or providing reso urces that make it easier to use the technologyas the

designers intended than to use it in anyother way.

T his paper examines several cases where designers have attemp ted to influence the use of technolo gythrough o ne

of these mechanisms. Such cases include keyreco ver yencr yption, Pegasus Mail, Platfor mfor Internet Co ntent Selectio n

(PICS) Guidelines, Java, Platfor mfor PrivacyPreferences Project (P3P) Implementatio n Guide, Apple´s style guidelines,

and Microsoft Foundation Classes. In so me of these cases, the designers so ught to influence the use o f technology for

competitive reaso ns or in order to promote standardization or interoperability. Ho wever, in other cases designers were

mo tivated bypolicy-related goals such as protecting privacy or free speech. As new technologies are introduced with the

express purpose of advancing policy-related goals (for example, PICS and P3P), it is especiallyimportant to understand the

roles designer s might playin influencing the use of technology.

1 Introduction

T echnologydesigner s often strive to design systems that are flexible enough to be used in a wide range o f

situations. Software engineers, in particular, are trained to seek general solutions to problems. General solutions can be

used not only to address the problemat hand, but also to address a wide range of problems that the designers maynot have

even anticipated. For example, spreadsheet programs o ften co me with templates for co mp uting interest payments, keeping

track of personal finances, and perfor ming other operations that their designers consider useful. But users can also use these

programs to record and analyze virtually any kind of tabular data. T hus these programs are not limited b ythe abilityo f their

designers to anticipate ways that spreadsheets will be used. Indeed, users can and do invent their o wn spreadsheet

applications.

While general technology solutions allo wusers to use the technology as they see fit, users may not always use the

technolo gyin desirable ways. Users mayuse general-p urpose technolo gytools in ways that are inefficient, dangerous, or

contrar yto the spirit in which the technology was designed.

T he Hypertext T ransfer Protocol (HTTP) Referer field provides an example o f the danger of using technologyin

an unintended way. HT T P is the protocol used for requesting and transferring Web pages over the Inter net [BLFF96] . T he

Referer field is an optional HT TP header that allo ws Web site operators to track the addresses of Web pages fro mwhich

visitors to their site are referred. Ho wever, so me Web sites use the Referer field for another purpose for which it was never

intended: to verifythat for ms sub mitted byvisitors have not been improperlymodified. T his is a ver yweak authenticatio n

mechanismthat can be defeated easilyb y forging the Referer field ´s contents. Further more, as the Referer field is an

optional header, there is no guarantee that Web bro wsers will transmit it to a Web site. Indeed, to address a security

problem, Microsoft modified the behavior of the Inter net Explorer browser beginning with versio n 4.0 so that the Referer

field is not transmitted under certain co nditions [MK97] . As a result, so me sites that use the Referer field in this unintended

way are finding that users are unable to sub mit for ms at their site. In a column describing this problem, Lincoln D. Stein

concluded, ^T his painful lesson illustrates wh yit´s almo st never a good idea to use a feature for other than its intended

purpose~ [Ste98].

So me unintended usage of technology is neither inefficient nor dangerous, but it nonetheless violates the spirit in

which the technologywas designed. For examp le, so me email programs are efficient tools for sending out bulk email

messages. One such tool, Pegasus Mail, was developed b yprogrammer David Harris to provide a free service ^that

enhances the qualityo f co mmunication between people~ [HAR98b]. However, manypeople have used Pegasus mail to

send unsolicited co mmercial email, better kno wn as ^spam.~ Spam is o ften blamed for interfering with interpersonal communication, increasing the time and effort necessar yto retrieve and identifydesired email [CL98]. T hus when Pegasus

Mail is used for sending spamit violates the spirit in which this technology was designed. As we shall discuss in Sections

2.2 and 3.1, Harris attempted in later versions of his so ftware to thwart such spammers without unnecessarilylimiting the

utility to other users.

So metimes designers wish to provide general solutio ns, while encouraging certain uses of their technologyand

discouraging or precluding others. I n this paper we identify fo ur types of mechanisms used byso ftware engineers (or their

emplo yers) to influence the use of technology. So ftware engineers mayattempt to influence the use o f technology b y:

·

^ hard-wiring~ it so that it o nlycan be used in certain ways,

· licensing it so that tho se who use it are legally obligated to use it in certain ways,

· issuing guidelines for ho w it should be used, or

· providing resources that make it easier to use the technologyas the designers intended than to use it in anyother way.

We provide several examples o f software systems to which each of these mechanisms has been applied. In so me of

these cases, the designers so ught to influence the use of techno logyfor co mpetitive reasons or in order to promote

standardization or interoperability. Ho wever, in other cases designers were motivated b ypolicy-related goals such as

protecting privacyor free speech. In so me cases, the designers did not actuallyseek to influence the use of technology, but

their actions had inad vertent influence.

As new technologies are introduced with the express purpose of advancing policy-related goals ( for example,

PICS and P3P), it is especiallyimportant to understand the roles designers might playin influencing the use of technology.

2 Hard-Wiring

By^hard-wiring~ soft ware systems, designers can ensure that so ftware behaves in a certain wa y and thus influence

ho wit can be used.